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The Tallinn Cyber Diplomacy Winter School 2026, taking place from 2 to 4 March in
Bangkok, Thailand, will bring together alumni of the Tallinn Cyber Diplomacy Summer
School for three days of focused discussions, practical exercises, and networking. The
programme will enable alumni to deepen their professional connections, exchange regional
insights, and address pressing cyber diplomacy and cybersecurity challenges while
strengthening cooperation across regions within the alumni community.

Each Winter School focuses on a specific region and its cyber priorities, creating a space to
explore both regional and global perspectives. The 2026 edition will spotlight Asia, whose
diverse digital ecosystems and dynamic geopolitical environment provide a valuable
backdrop for discussing shared and region-specific cybersecurity challenges. This regional
focus also offers participants from all parts of the world an opportunity to share
experiences, compare approaches, and learn from each other.

Through expert-led sessions, interactive discussions, and scenario-based exercises,
participants will examine the evolving cybersecurity landscape, connections between
global policy frameworks and national implementation, and the work of regional
organisations in strengthening international cooperation.

The Winter School promotes mutual learning, the exchange of best practices, and EU
values in building a free, open, secure, and resilient cyberspace.

The Tallinn Cyber Diplomacy Winter School 2026 is funded by the European Union and
organised by the e-Governance Academy in cooperation with the European
Commission (DG INTPA), the Estonian Ministry of Foreign Affairs, and the National
Cyber Security Agency of Thailand.
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Day 1: The threat landscape is evolving rapidly and puts significant pressure on the
governance and operational capacities of states, businesses and citizens. Even if not all
countries and regions struggle with the same challenges or to the same degree, the global
nature of phenomena such as ransomware, online scams, or attacks on critical
infrastructure necessitates strengthening situational awareness and understanding of
cybersecurity trends worldwide.

This day will focus on regional perspectives, highlighting key trends and challenges as well
as lessons and good practices from cybersecurity governance and collaboration. The
agenda will examine the evolving threat landscape from multiple angles, including both
national and private sector perspectives. Participants will take a closer look at major threat
categories, attacks on critical infrastructure, ransomware, scams, and illegal online content,
while examining the diplomatic and criminal justice responses available to states. It will offer
case studies and examine how emerging technologies, such as Al, reshape the cyber
domain. Participants will share insights into effective governance models, discussing
successes, challenges, and areas of convergence.

Day 2 will link global cyber diplomacy processes with national-level implementation, with
particular attention to developments at the United Nations. National legislative and
institutional frameworks are the foundation of cyber-resilient nations. However, even the
most advanced countries cannot manage and respond to cyber threats alone, whether
cybercrime or malicious activities driven by states or their proxies.

This day will provide an overview of the UN framework of responsible state behaviour
ahead of the launch of the new UN Global Mechanism in March 2026. It will explore how
to preserve the progress achieved by the international community and address the
outstanding controversies. Discussions will highlight recent developments in the
international framework of responsible state behaviour in cyberspace, and how they can
be translated into national and regional action.

Day 3 will focus on the regional and cross-regional dimension, recognising the vital role of
regional organisations in translating global cyber norms into local action. These cooperation
frameworks bridge the national and global levels, helping members understand complex
cyber issues and implement international commitments in context. They also ensure that
global debates reflect local realities. Yet regional organisations differ in mandates,
resources, and tools — making mutual learning and coordination essential.

The final day will explore how these organisations can work together more effectively to
address regional and cross-border interdependencies in cybersecurity cooperation.
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The scenario-based discussion, spread across all three days and designed to build on the
day’s thematic sessions, will allow participants to apply their knowledge and skills in a
practical workshop format, ensuring they are well-equipped to engage with similar
challenges in their own national contexts. Participants will explore how nations can
strategically address cross-border digital dependencies in an increasingly interconnected
region, focusing on identifying critical interdependencies, understanding their impact on
national and regional resilience, and fostering international cooperation to manage these
challenges. Through practical, interactive discussions, participants will better understand
national/regional real-world cross-border dependencies, their implications, and develop
actionable strategies to address them. By the end of the session, participants will be better
equipped to contribute to national cybersecurity strategies and regional discussions,
aligning governance and cooperation models with real-world challenges and opportunities.
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