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The evolution of the digital environment and associated risks that transcend national borders
bring to the fore the importance of international cooperation and the role of cyber diplomacy.
Cybersecurity and digitalisation are increasingly central to regional and global efforts to advance
the digital economy, trusted connectivity, and progress towards sustainable development goals.
Therefore, a better understanding of the challenges posed by state-sponsored cyber operations,
cybercrime, and the strategic impacts of emerging technologies such as Al is a key aspect of
modern diplomacy. The need for cohesive global collaboration and governance has never been
more critical.

The need for cohesive global collaboration and governance has never been more critical. The
Tallinn Cyber Diplomacy Summer School was established to support government officials in
deepening their knowledge of key concepts and mastering the tools of modern diplomacy to
become effective agents of change in their countries.

The seventh edition of The Tallinn Cyber Diplomacy Summer School will explore the most
essential themes, providing a platform for diplomats, experts and policymakers to enhance their
understanding, skills and role in navigating the complex cyber domain, and build a cross-regional
community of cyber diplomacy experts. It provides a dynamic, high-level program for young
cyber professionals, diplomats, and public officials worldwide. Over five intensive days,
participants will engage in expert-led sessions, hands-on exercises, and networking with peers
and global thought leaders. Building on the success of previous years, this event continues to
foster a safe, secure, resilient, and open cyberspace.

The Tallinn Cyber Diplomacy Summer School is part of the EU-funded Tallinn Cyber Diplomacy
Programme, which promotes global cyber resilience capacity-building and aligns with the EU’s
core values of democracy, human rights, and the rule of law. It supports the EU'’s strategic
commitment to inclusive multilateralism and a secure, open digital future.

The Tallinn Cyber Diplomacy Summer School is financed by the European Commission (DG
INTPA) and co-organised by the e-Governance Academy, the Ministry of Foreign Affairs of
Estonia, the European Commission (DG INTPA), and the Estonian Centre for International
Development (ESTDEV).
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Topics and Agenda

All sessions are held under the Chatham House Rule to support open and constructive
discussion. Participants may use the information shared during the sessions, but neither the
identity nor the affiliation of speakers or participants should be disclosed.

Please also ensure that any information shared externally cannot be linked, directly or indirectly,
to a specific individual, organisation, or country (if not agreed otherwise).

Day O (14 June) Icebreaker at 19:00 — 21:30
Location: Md&venpick Hotel Tallinn Wine and tapas Lounge (Lembitu tn 12, 10114, Tallinn)

Day 1 (15 June) Digital, new tech and cybersecurity nexus. Shifting
paradigms and policy challenges

Location: Md&venpick Hotel Tallinn

Theme: The first day will establish the context by covering the fundamentals of cybersecurity —
not as an end in itself, but as an enabler for a functional digital society that benefits its people and
economy. Why are the key challenges of contemporary digital transformation, especially
regarding connectivity and infrastructure projects? What are the main risks and threats to
digitalization, especially regarding aspects such as satellite connectivity and security of ICT supply
chains in the context of geopolitical competition among major powers? What are the threats and
vulnerabilities, who are the threat actors, and how is cyberspace defended? What is the strategic
impact of emerging technologies like Al? What are the current Al governance models and how
do they address the benefits and risks of Al?

Discussions will provide participants with a comprehensive understanding of how digital
technologies impact cybersecurity practices and policy development, laying the foundation for
further exploration into cyber diplomacy.

Moderator of the day: Elina Noor, Non-resident Scholar, Asia Program, Carnegie Endowment
for International Peace
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Morning session | 9:00 - 14:00 | Movenpick Hotel Tallinn

8:30 - 9:00 Registration and gathering

9:00 - 9:30 Opening remarks
Welcome and introductions by Helen Popp, Ambassador-at-Large for

Cyber Diplomacy, Ministry of Foreign Affairs of Estonia

xMargus Tsahkna, Minister of Foreign Affairs, Republic of Estonia
(virtual welcome)

xCamiIIe Lalevée, Policy Officer, Digital Transformation Unit, DG
INTPA, European Commission

xHannes Astok, Executive Director and Chairman of the Management
Board, e-Governance Academy

09:30-10:15 | Securing the digital transformation: safeguarding growth and resilience

The rapid evolution of digital technologies — from artificial intelligence and
quantum computing to cloud ecosystems — is reshaping economies,
governance, and global power dynamics. This session explores how
emerging technologies both enable progress and generate new cyber risks,
requiring adaptive and forward-looking policy responses. Participants will
examine how digital transformation influences national competitiveness,
economic security, and international cooperation in cyberspace.

Learning objective: Analyse the challenges of leveraging emerging
technologies to strengthen the digital economy while mitigating associated
cybersecurity risks.

x Lucas Kello, Associate Professor of International Relations Director,
Academic Centre of Excellence in Cyber Security Research, Oxford
University
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10:15 - 11:15

Derisking global connectivity: policy priorities for secure critical
infrastructure

The resilience of the global Internet depends on complex physical and digital
systems — from subsea cables and satellite networks to 5G hardware and
telecommunications software. As geopolitical tensions and supply chain
dependencies intensify, ensuring the security of these infrastructures has
become a strategic priority for infrastructure investments and international
partnerships. This session explores policy approaches to derisking critical
connectivity layers, enhancing trust and resilience through technological
diversification, transparency, and international cooperation.

Learning objective: Evaluate policy tools that promote secure, resilient, and
diversified digital infrastructure amid evolving geopolitical and technological
risks

xFoIake Olagunju, Program Officer for Cybersecurity, Internet and
eApplications, ECOWAS

xLuis Miguel Vega Fidalgo, Coordinator of International
Cybersecurity Policy, DG for Communications Networks, Content
and Technology (DG CNECT), European Commission

xSirIi Manniksaar, CEO, Ericsson Estonia

xHannes Astok, Executive Director and Chairman of the
Management Board, e-Governance Academy

11:15 -11:45

Coffee break & networking

11:45 - 13:00

Navigating the cyber threat landscape: trends, actors, and policy
responses

The cyber threat environment is becoming increasingly complex, with state
and non-state actors exploiting vulnerabilities across critical sectors.
Ransomware attacks, supply chain compromises, and disruptive intrusions
now challenge both national security and public trust. This session examines
current threat trends, the motivations and methods of key actors, and the
policy mechanisms that can enhance resilience and deterrence in this
evolving landscape.
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Learning objective: Identify major threat vectors and assess policy
responses that strengthen protection and response capabilities against
ransomware and other attacks targeting critical infrastructure.

xPeeter Marvet, NCP C3, Analyst of National Criminal Police,
Estonian Police and Border Guard Board

xSametria McKinney, National Computer Incident Response Team
of The Bahamas, Director, Ministry of Economic Affairs, Bahamas

xJesper Olsen, Chief Security Officer (EMEA NORTH), Palo Alto
Networks (online)

13:00 - 14:00

Lunch

Afternoon session | 14:00 - 17:00 | Movenpick Hotel Tallinn

Al and cyber power: the next frontier of digital strategy

Artificial intelligence is rapidly transforming cybersecurity, diplomacy, and
the balance of power in the digital age. As an enabler and amplifier, Al
enhances defensive capabilities, streamlines threat detection, and supports
decision-making — yet it also introduces new risks. This session examines
the state of play in Al development, its applications across public and critical
sectors. Participants will explore how governments can harness Al's
potential responsibly while addressing security, ethical, and governance
challenges.

Learning objective: Analyse how Al reshapes the cyber domain’s strategic
landscape and assess policy approaches that maximise its benefits while
mitigating systemic risks.

xLuukas Kristjan llves, Co-Founder of the Agentic State initiative, Al
advisor to the Minister of Digital Transformation of Ukraine and to the
Government Office of Estonia

Governing emerging technologies: aligning global policy approaches

Emerging technologies like artificial intelligence are reshaping global
governance and testing existing international frameworks. As Al becomes
integral to economic growth, security, and public administration, the need
for coherent and principled policy approaches is more pressing than ever.

14:00 -14:45
14:45 - 15:30
*" Global
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This session explores how cyber diplomats and international policy actors
can shape global responses to Al governance through collaboration,
alignment, and shared norms.

Learning objective: Identify effective policy frameworks and diplomatic
strategies that advance inclusive, interoperable, and responsible Al
governance across borders.

xAna Garcia Robles, Head of Al Governance for Humanity Lab,
Office for Digital and Emerging Technologies, United Nations

x (TBC) Luis Miguel Vega Fidalgo, Coordinator of International
Cybersecurity Policy, DG for Communications Networks, Content
and Technology (DG CNECT), European Commission

x Timothy Mwololo Waema, Professor of Information Systems,
Computing & Informatics, University of Nairobi, Kenya

15:30 - 15:45

Coffee break & networking

15:45 - 16:30

Strengthening sustainable and trusted investments in digital economy

As the digital economy expands, trust and sustainability have become
central to secure and inclusive growth. Governments and the private sector
alike face pressure to ensure that digital infrastructure, technologies, and
supply chains are built on transparency, accountability, and resilience. This
session explores how trusted providers, responsible innovation, and
diversified partnerships can drive sustainable investment in the digital space
through increased cybersecurity by design. Participants will discuss policy
tools that promote secure digital value chains while encouraging innovation
and competitiveness in emerging markets.

Learning objective: Examine strategies for fostering sustainable, trusted,
and resilient digital investments that strengthen both economic security and
technological leadership.

xCamiIIe Lalevée, Policy officer for Cybersecurity, Digital
Transformation Unit, DG INTPA, European Commission

xSaIam Alzu'bi, Infrastructure and ISMS Team Head, Ministry of
Foreign Affairs and Expatriates, Kingdom of Jordan
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x Stefan Lee, Cyber Ambassador, Ministry of Foreign Affairs, Finland

16:30 - 17:00

National Cyber Security Index: why measuring matters

This session offers a strategic view of the National Cyber Security Index
(NCSI) as a tool to assess, understand, and strengthen national cyber
capacities and ensure sustainable, secure and trustworthy digital
transformation. Participants will explore how to leverage the NCSI to support
policymaking, track progress, and align with international cyber stability and
capacity-building efforts.

xDr Radu Serrano, Expert, Cybersecurity Competence Centre, e-
Governance Academy, Estonia

Evening programme | 18:40 - 22:30 | Seaplane Harbour, Vesilennuki 6, Tallinn

18:40 Gathering at the Hotel lobby, transfer to the Seaplane Harbour.

19:30 - 20:15 Fireside Chat: Who controls the future? A discussion on balancing rapid
technological advancement, human agency, and global security in the age
of Al?

xLinnar Viik, Entrepreneur and Visionary in digitalisation, Estonia
20:15-22:00 | Dinner and networking and transfer back to the Hotel
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Day 2 (16 June) Cyber diplomacy and international cybersecurity
frameworks

Location: Mévenpick Hotel Tallinn

Theme: The second day focuses on the international cybersecurity landscape, examining the
frameworks and mechanisms that govern state behavior in cyberspace. Participants will gain a
comprehensive understanding of the cyber diplomacy environment and the key concepts
necessary to engage effectively in global discussions. Participants will explore the core elements
of the UN framework for responsible state behavior in cyberspace, assessing future challenges
and opportunities to strengthen its development, implementation, and ongoing relevance, and
provide a forward-looking analysis in relation to the launch of the UN Global Mechanism. It will
explore how to preserve the progress achieved by the international commmunity and address the
outstanding controversies. Sessions will also cover emerging multilateral mechanisms beyond
the mandate of the UN Global Mechanism. A panel discussion with cyber ambassadors will
provide practical insights into how diplomats navigate these frameworks, enhance their impact
on international platforms, and leverage evolving international cooperation to strengthen cyber
stability.

Moderator of the day: Taimar Peterkop, Senior Cybersecurity Expert, e-Governance Academy

Morning session | 9:00 - 14:00 | Movenpick Hotel Tallinn

9:00 - 9:30 Keynote: Cyber stability in a fragmented world - the role of cyber
diplomacy

As geopolitical tensions extend into the digital domain, achieving and
maintaining cyber stability has become increasingly complex. Competing
models of governance, divergent norms, and rapid technological change
challenge the coherence of the international cyber stability framework.
This keynote examines where global efforts stand today and how cyber
diplomacy can bridge divides, foster dialogue, and build consensus toward
a secure, open, and cooperative cyberspace.

Learning objective: Understand how diplomatic engagement and
multilateral cooperation strengthen cyber stability and contribute to a more
predictable international digital environment.
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xHeIen Popp, Ambassador-at-Large for Cyber Diplomacy, Ministry
of Foreign Affairs, Estonia

9:30 -10:15

Shaping global responses to cybercrime and intrusion tools

The rise of cybercrime and the proliferation of commercial cyber intrusion
tools are reshaping global security and governance. Addressing these
challenges requires coordinated international action grounded in human
rights, transparency, and accountability. This session spotlights key
initiatives — including the Counter Ransomware Initiative (CRI), the UN Ad
Hoc Committee on Cybercrime, and the Pall Mall Process — exploring how
each contributes to building responsible state behavior and curbing the
misuse of cyber capabilities.

Learning objective: Analyse how multilateral and diplomatic initiatives
address both cybercrime and the governance of commercial cyber
intrusion tools to promote a secure and responsible digital environment.

Counter Ransomware Initiative (CRI)

xLuis Miguel Vega Fidalgo, Coordinator of International
Cybersecurity Policy, DG for Communications Networks, Content
and Technology (DG CNECT), European Commission

International efforts in countering cybercrime: UN Ad Hoc Committee
on Cybercrime

xCIaudio Peguero, Ambassador for Cyber affairs, Ministry of
Foreign Affairs, Dominican Republic, alumni of Tallinn Cyber
Diplomacy Summer School

Tackling the proliferation and irresponsible use of commercial cyber
intrusion capabilities - the Pall Mall Process

xMahé Dersoir, Deputy Head of International Cyber Policy, Ministry
of Foreign Affairs, France (Online)

10:15 - 10:45

Coffee break & networking
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Safeguarding digital resilience in an era of control

Across the globe, authoritarian regimes cite national security concerns to
justify restrictive digital measures — from Internet shutdowns and content
filtering to practices such as whitelisting and platform blocking. While
governments seek to manage risks and maintain stability, these actions
often disrupt essential services, constrain economic activity, and erode
public trust. This session explores how states can uphold security and
public order without undermining connectivity, openness, or human rights
online and what common action is needed to push back against
authoritarian practices. Participants will discuss policy approaches that
promote resilient, rightsBrespecting, and interoperable digital ecosystems.

Learning objective: Evaluate how policy choices surrounding Internet
control measures affect digital resilience and identify strategies to
safeguard secure, open, and trusted online environments.

x Minna-Liina Lind, Undersecretary for Global Affairs, Ministry of
Foreign Affairs, Estonia

x Alex Dalessio, Executive Director, eQualitie

x Nnenna Ajufo, Professor of Law and Technology at the Leeds
Law School, UK

Global Mechanism: a new chapter in multilateral cyber diplomacy

As cyberspace becomes a central arena of geopolitics, efforts to establish
shared frameworks for stability and security are entering a new phase. The
recently launched Global Mechanism marks a milestone in international
cooperation on responsible state behavior, confidence-building, and
capacity-sharing in the cyber domain. This session examines the objectives
and diplomatic significance of the Mechanism, exploring how it can
strengthen global coordination, reduce the risk of conflict, and reinforce
trust among nations.

Learning objective: Understand the role of the Global Mechanism in
advancing multilateral cyber diplomacy and shaping a more stable,
predictable, and cooperative international environment.

10:45 - 11:30
11:30 -12:15
*" Global

o B ©eGA He

*The organisers reserved the right to adjust the program elements and venues outlined in the draft agenda, ensuring that these adjustments do

not affect the program's focus or goals.



x Egriselda Lépez, Chair of the UN Global Mechanism,
Ambassador and Permanent Representative of El Salvador to the
United Nations in New York

x Interviewed by Joyce Hakmeh, Associate Fellow, International
Security Programme, Chatham House

1215

Family Photo

12:30 - 13:30

Afternoon session

13:30 -14:15

Lunch

| 13:45 - 15:45 | Movenpick Hotel Tallinn

Norms of responsible state behaviour in cyberspace

At the heart of the UN framework of responsible state behaviour lies a set
of voluntary, non-binding norms guiding how states should act responsibly
in cyberspace. Developed through UN processes such as the GGE and
OEWG, these norms seek to ensure that cyberspace remains open, secure,
and stable. This session offers a concise overview of the purpose and
practical significance of these norms, providing participants with the
conceptual grounding to understand their role within the broader UN
framework of responsible state behaviour.

Learning objective: Understand the key principles of the UNBendorsed
norms of responsible state behaviour and their contribution to international
cyber stability.

x Katherine Prizeman (online), Political Affairs Officer, Science,
Technology and International Security Unit, Office for
Disarmament Affairs, United Nations

x Elina Noor, Non-resident Scholar, Asia Program, Carnegie
Endowment for International Peace

x Mark Heemskerk, Senior Policy Officer at the Digital and Hybrid
Threats Unit, Ministry of Foreign Affairs of the Kingdom of the
Netherlands
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*+Gateway - % a0 Foncion Asrams @ eGA B =R

*The organisers reserved the right to adjust the program elements and venues outlined in the draft agenda, ensuring that these adjustments do

not affect the program's focus or goals.



1415 - 15:00

Confidence-building measures: building trust and transparency in
cyberspace

Confidence-Building Measures (CBMs) are practical tools for reducing
misunderstanding and preventing escalation in cyberspace. They foster
communication, transparency, and cooperation among states through
information sharing, incident reporting, and bilateral or regional dialogue.
This session explores the evolution of cyber CBMs within the UN and
regional organisations, illustrating how they enhance predictability and
trust in an increasingly contested digital environment.

Learning objective: Understand how cyber CBMs contribute to stability by
promoting transparency, communication, and cooperative security among
states.

x Felix Kroll, Head of the Cyber Foreign Policy and Cyber Security
Coordination Staff, Federal Foreign Office, Germany

x Folake Olaguniju, Program Officer for Cybersecurity, Internet and
eApplications, ECOWAS

x Kerry-Ann Barrett, Chief of Cybersecurity Section, Inter-
American Committee against Terrorism (CICTE), OAS

15:00 -15:15

Coffee break & networking

15:15 - 16:00

International law in cyberspace: principles, application, and practice

International law provides the legal foundation for responsible state
conduct in cyberspace. While its applicability is widely recognised, differing
interpretations continue to shape international discussions on sovereignty,
due diligence, and self-defence in the digital domain. This session
introduces the main legal principles relevant to cyberspace and explores
how states articulate and implement them through national positions,
regional initiatives, and multilateral dialogue.

Learning objective: Gain insight into how international law applies to state
behaviour in cyberspace and informs diplomatic and policy responses to
emerging cyber challenges.

x Liis Vihul, Chief Executive Officer, Cyber Law International

» Global
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16:00 - 16:45

Developing national positions on the applicability of international law
in cyberspace

Formulating a national position on how international law applies to state
behaviour in cyberspace is a crucial step toward transparency,
predictability, and international dialogue. Such statements clarify states’
legal interpretations and contribute to shaping commmon understanding
within multilateral fora. This session provides a practical framework for
policymakers and diplomats on how to develop, structure, and
communicate these positions — addressing key legal concepts such as
sovereignty, due diligence, and the use of force. Participants will explore
existing examples and discuss how consistent, well-articulated positions
can strengthen national influence and support global stability.

Learning objective: Gain practical insights into drafting and articulating
national positions on the applicability of international law in cyberspace.

xLiis Vihul, Chief Executive Officer, Cyber Law International

Case studies:

x Nnenna Ajufo, Professor of Law and Technology at the Leeds
Law School, UK

x Ligia Lorena Flores Soto, Minister Counsellor and Legal Adviser,
Permanent Mission of El Salvador to the United Nations, New
York

Evening programme | 17:45 - 22:30 | Estonian Open Air Museum, Vabadhumuuseum

17:45 Gathering at the Hotel lobby and transfer to the Open-Air Museum
(Address: Vabadhumuuseumi tee 12, Tallinn)
Walking tour upon arrival.

19:15 - 20:00 Fireside chat session: Might artificial intelligence enhance natural

stupidity

xDr Jaan Aru, Associate Professor, University of Tartu, Estonia

» Global
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20:00 - 22:00 Dinner and networking in Kolu Kérts, Open Air Museum and transfer back
to the Hotel

Day 3 (17 June) — Cyber diplomacy in action: approaches, instruments
and tools

Location: Mévenpick Hotel Tallinn

Theme: The third day will be dedicated to implementing cybersecurity frameworks, their
implications for local contexts, and ways to better integrate these advancements at national and
regional levels. Participants will examine how states operationalise responsibility in cyberspace,
including attribution processes, accountability for malicious actors, and the role of national cyber
resilience in preventing and mitigating cyber crises. The sessions highlight how existing
diplomatic tools and stability frameworks can be translated into actionable national strategies.
Additionally, participants will gain insight into collective cyber defense and diplomatic
frameworks, including those of the EU and NATO, understanding how these mechanisms can
be used to strengthen both national and regional cybersecurity posture.

Moderator of the day: Dr Patryk Pawlak, Part-time Professor, European University Institute,
Visiting scholar, Carnegie Europe

Morning session | 09:00 - 13:00 | Movenpick Hotel Tallinn

09:00 - 09:30 | Cyber capabilities in modern conflicts: evolving threats and policy
responses

Cyber operations have become an integral feature of modern conflict, shaping
both the conduct and outcomes of crises across physical and digital domains.
From strategic disruption to information manipulation, offensive and defensive
cyber capabilities are now key instruments of state power and deterrence. This
session examines the evolving role of cyber capabilities in contemporary
conflicts, exploring their impact on military strategy, escalation dynamics, and
international security.

Learning objective: Analyse how the increasing use of cyber capabilities in
modern conflicts influences international security and identify policy responses
that reinforce restraint and responsible behaviour.
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x Mihkel Tikk, Deputy Cyber Commander, Estonian Defence Forces

09:30 - 10:30

Diplomatic responses to malicious cyber activity: balancing legal,
technical, and political tools

Responding effectively to malicious cyber activity requires a careful balance
between legal principles, technical evidence, and political judgment.
Governments face complex choices when attributing responsibility, imposing
consequences, or engaging through diplomatic channels. This session
explores the spectrum of available response options — from public attribution
and sanctions to cooperative incident management and dialogue — and
considers how states weigh proportionality, legitimacy, and strategic effect.

Learning objective: Evaluate how states integrate legal, technical, and political
considerations when formulating diplomatic responses to malicious cyber
activity.

x Helen Popp, Ambassador-at-Large for Cyber Diplomacy, Ministry of
Foreign Affairs, Estonia

x Inalda Ernesto, National Cyber Security Director, Digital
Transformation and Innovation Agency, Public Institute — technical
cooperation, Mozambique

x Luc Dockendorf, Ambassador for Cybersecurity and Digitalisation,
Government of the Grand-Duchy of Luxembourg

x Felix Kroll, Head of the Cyber Foreign Policy and Cyber Security
Coordination Staff, Federal Foreign Office, Germany

10:30 - 11:00

Coffee break & networking
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11:00 -12:00

Strengthening accountability in an era of hybrid cyber threats

As hybrid operations increasingly blend cyber, information, and geopolitical
tactics, ensuring accountability in cyberspace has become both more urgent
and more complex. The use of proxies and commercial actors to mask
responsibility challenges existing policy and legal frameworks, demanding
more agile and coordinated responses. This session looks ahead to emerging
models of accountability — from collective attribution and joint response
mechanisms to strengthened transparency and due-diligence standards.
Participants will explore how future policy architectures can deter cyber and
hybrid threats and reinforce responsible state behaviour.

Learning objective: Analyse innovative approaches for enhancing
accountability and resilience against hybrid cyber threats involving state and
non@state actors.

xJoyce Hakmeh, Associate Fellow, International Security Programme,
Chatham House

x Michelle Bordachar, Acting Director of the National Cybersecurity
Agency, Chile

xAnastasia Nani, Counsellor of Political Dialogue with the European
Union Unit Directorate for Cooperation with EU, Ministry of Foreign
Affairs of the Republic of Moldova

xAbduIIah Algadeeri, Director of ICT Department, Ministry of Foreign
Affairs, Kuwait

12:00 -13:00

13:00 - 14:00

Lunch

Afternoon session | 13:00 - 17:00 | Movenpick Hotel Tallinn

Cyber capacity-building priorities for the UN Global Mechanism

For the UN Global Mechanism to succeed, it must focus on the
capacity-building priorities that address the most pressing and diverse needs
of states. This session explores how the Mechanism can set clear goals to
support national and regional resilience — from strengthening institutional
frameworks and crisis response capabilities to developing skilled workforces
and promoting secure connectivity. Participants will identify key areas where
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coordinated international support can deliver the greatest impact, ensuring
that capacity-building efforts are inclusive, sustainable, and responsive to
global demand.

Learning objective: Define priority goals for the UN Global Mechanism to
ensure that cyber capacity-building initiatives effectively meet the evolving
needs of states and regions.

x Egriselda Lépez, Ambassador and Permanent Representative of El
Salvador to the United Nations, New York

x Kerry-Ann Barrett, Chief of Cybersecurity Section, Inter-American
Committee against Terrorism (CICTE), OAS

x Michael Aendenhof, Head of Sector International Partnerships and
Cooperation on cyber and hybrid threats, European External Action
Service

x Ngumnesah Ndefru, Diplomat, UN Women in Cyber Fellow, UNIDIR
Women in Al Fellow

14:00 - 14:45

Strengthening national resilience: putting the UN framework into practice.

Translating the UN framework of responsible state behaviour into national
action is essential for building a secure and resilient digital environment.
Implementing its principles — from norms and international law to confidence-
and capacity-building measures — requires coordinated engagement across
government, industry, and civil society. This session explores practical
approaches for operationalising the framework at the national level, including
policy alignment, institutional coordination, and cross-sector partnerships.

Learning objective: Understand how to implement the UN framework'’s
principles and mechanisms within national strategies to enhance cyber
resilience.

xGert Auvaart, Head of the Cyber Security Centre (NCSC-EE),
Information System Authority of Estonia (RIA)

14:45 - 15:15

Coffee break & networking

15:15 -17:00

Group discussions: National priorities and the UN Global Mechanism
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Building on the concepts explored throughout the programme, this interactive
session invites participants to reflect on how the emerging UN Global
Mechanism aligns with their national priorities, challenges, and strategic
objectives. In small groups, participants will discuss opportunities for
engagement, capacity-building, and cooperative action under the
Mechanism'’s framework. The exercise will encourage exchange of
perspectives across regions and levels of development, fostering a practical
understanding of how global initiatives can support national implementation
and resilience.

Learning objective: Identify national priorities and opportunities for
engagement within the UN Global Mechanism to enhance coordinated and
effective participation in international cyber diplomacy.

Evening programme | 17:30 - 22:00 | Nooda tee 8, Tallinn, Jahtklubi

17:30 Gathering at the Hotel lobby and transfer to the Kalev Yacht Club (Address:
Nooda tee 8, Tallinn)
18:00 Trust builders in a fragmented cyberspace: reflections from the frontlines

of cyber diplomacy

In an era when cyberspace reflects deep geopolitical divisions, trust has
become both the rarest and most valuable asset in international relations. This
evening panel brings together cyber ambassadors and senior diplomats for a
candid conversation about the human dimension of cyber diplomacy — how
relationships, credibility, and persistence shape negotiations on some of
today’s most complex digital challenges. Through personal insights and
diplomatic anecdotes, speakers will reflect on what it takes to build confidence
across divides, sustain dialogue amid tension, and keep communication
channels open when trust is in short supply.

Learning objective: Understand the central role of trust and
relationship-building in sustaining effective cyber diplomacy and promoting
cooperation in a fragmented international environment.

x Felix Kroll, Diplomat, Head of the Cyber Foreign Policy and Cyber
Security Coordination Staff, Federal Foreign Office, Germany

x Helen Popp, Ambassador-at-Large for Cyber Diplomacy, Ministry of
Foreign Affairs, Estonia
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xCIaudio Peguero, Ambassador for Cyber affairs, Ministry of Foreign
Affairs, Dominican Republic, alumni of Tallinn Cyber Diplomacy
Summer School

x Egriselda Lépez, Chair of the UN Global Mechanism; Ambassador
and Permanent Representative of El Salvador to the United Nations in
New York

x Luc Dockendorf, Ambassador for Cybersecurity and Digitalisation,
Government of the Grand-Duchy of Luxembourg

x Moderated by Patryk Pawlak, Part-time Professor, European
University Institute; Visiting scholar, Carnegie Europe

19:00 - 22:00 | Dinner and networking at Kalev Yacht Club and transfer back to the Hotel

Day 4 (18 June) Building cyber resilience through diplomacy: cyber
norms implementation providing a vision for the cyber capacity
building

Location: Mévenpick Hotel Tallinn

Theme: The fourth day provides hands-on insight into leveraging cybersecurity capacity-
building initiatives to enhance national and regional resilience. Participants will explore the
interconnections between capacity building, the implementation of international stability
frameworks, and cyber diplomacy. Practical sessions will demonstrate how diplomats and cyber
experts can align capacity-building efforts with national priorities, optimize their impact, and
contribute to more robust, coordinated regional and international cyber resilience. The sessions
examine cooperation models for public—private partnerships, highlighting how trust, information
sharing, and shared responsibility can be operationalised. It also distils lessons from
multistakeholder engagement, with a focus on aligning security objectives with economic
development, innovation, and societal resilience.

Moderator of the day: Merle Maigre, Director of Cybersecurity Competence Centre, e-
Governance Academy

Morning session | 09:00 - 12:35 | Movenpick Hotel Tallinn

» Global
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09:00 - 09:45

Cyber capacity building: state of play and emerging directions

Cyber capacity building has become a cornerstone of international efforts to
enhance resilience, bridge capability gaps, and promote responsible state
behaviour. Yet as the cyber threat landscape and technological dependencies
evolve, capacity-building approaches must adapt to new realities. This
session takes stock of current global initiatives, examining lessons learned
and emerging trends — from integrating capacity-building into development
cooperation to enhancing sustainability and local ownership. Participants will
explore new strategies for aligning national, regional, and muiltilateral efforts
to meet future resilience and security needs.

Learning objective: Identify evolving trends and innovative strategies that
can make cyber capacity-building more sustainable, strategic, and responsive
to future challenges.

xHeIi Tiirmaa-Klaar, Visiting Distinguished Fellow, GMF Technology
Programme; Chair of IT Coalition Steering Group, Ukraine Defence
Contact Group

09:45 -10:45

Cyber capacity building: lessons from strengthening global cyber
resilience

Building and sustaining cyber capacity is essential for enabling states to
protect their digital infrastructures, respond to threats, and participate
effectively in international cyber stability efforts. Beyond inclusion,
capacity-building focuses on developing baseline institutional, technical, and
human capabilities that allow governments to detect, prevent, and mitigate
cyber incidents. This session explores guiding principles for effective and
sustainable capacity-building — emphasising national ownership, trust-based
partnerships, and the importance of aligning assistance with broader security
and development objectives.

Learning objective: Recognize how tailored capacity-building initiatives
strengthen institutional resilience and enhance collective ability to prevent,
mitigate, and respond to cyber threats.

xKerry—Ann Barrett, Chief of Cybersecurity Section, Inter-American
Committee against Terrorism (CICTE), OAS
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xMichaeI Aendenhof, Head of Sector international Partnerhips and
Cooperation on cyber and hybrid threats, European External Action
Service

xKaisa Vooremae, Lead expert, Information System Authority (RIA),
Estonia

xEduardo Antonio Diez, National Director of Strategic Government
Projects, of the Undersecretariat of Strategic Government Projects,
Secretariat of Strategic Affairs - Office of the Chief of Cabinet of
Ministers, Argentina

10:45 -11:15

Coffee break & networking

11:15 - 12:00

Bridging the digital divide: connectivity, security, and resilience

Closing the digital divide depends not only on expanding access but also on
ensuring that connectivity is secure, reliable, and sustainable. This session
examines how global infrastructure initiatives and capacity-building efforts can
strengthen cyber resilience by integrating cybersecurity and critical
infrastructure protection from the ground up. Experts will discuss challenges
related to cross-border dependencies, supply chain security, and trusted
technology providers, exploring whether current strategies are sufficient to
safeguard connectivity in an increasingly interconnected world.

Learning objective: Evaluate policy and investment approaches that promote
secure, resilient, and inclusive digital connectivity.

xCamiIIe Lalevée, Policy officer for Cybersecurity, Digital
Transformation Unit, DG INTPA, European Commission

xYoga Sangkan Prasetya, Head of Administration Subdivision, Centre
for International Affairs, Ministry of Communications and Digital
Affairs, Indonesia

xTheresa Maria Winter, Senior Advisor for the Public Sector, Field
CTO Office, Schwarz Digits

x Kadri Haufe, Cybersecurity and Digital Transformation Leader,
formerly Chief Business Officer, Cybersecurity, Nortal
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12:00 - 13:00

Financing cyber resilience: investment strategies and the role of the
private sector

Securing a resilient digital ecosystem requires sustained investment in
cybersecurity, infrastructure, and innovation. Private capital and international
financial instruments play a critical role in scaling these efforts, especially in
emerging markets where capacity gaps remain significant. This session
examines how targeted investment, blended finance, and risk-sharing models
can advance cybersecurity goals while promoting economic development and
trust. Participants will discuss how cooperation between investors,
governments, and development institutions can unlock financing for secure
and sustainable digital growth.

Learning objective: Explore financing and investment approaches that
strengthen cyber resilience and enable sustainable digital development.

x Michal Nowak, Manager, Data Analysis and Contracts Negotiation
Team, Department for International Development Instruments, Bank
Gospodarstwa Krajowego (BGK)

xCamiIIe Lalevée, Policy officer for Cybersecurity, Digital
Transformation Unit, DG INTPA, European Commission

x Liina Areng, Director, EU Cybernet

x Ingrid Toonekurg, Member of the Management Board, e-
Governance Academy, Estonia

13:00 - 14:00

14:15

Lunch

Afternoon session | 14:00 - 17:00 | Vabamu

Gathering in the hotel lobby. Transfer to Vabamu.

14:30 - 15:00

Tour in Vabamu

15:00 - 16:30

Case Study: Cyber and digital assistance to Ukraine - the role of public-
private partnerships in building national cyber resilience: Tallinn Mechanism
and IT-Coalition.

.'-(G,-]laotgeday - & MINISTRY OF FOREIGN AFFAIRS @ eGA E L;, TSV

*The organisers reserved the right to adjust the program elements and venues outlined in the draft agenda, ensuring that these adjustments do
not affect the program's focus or goals.



L 1 ¢
0

x Luukas Kristjan llves, co-founder of the Agentic State initiative, Al
advisor to the Minister of Digital Transformation of Ukraine and to the
Government Office of Estonia

xOIesya Danylcenko, Head of Tallinn Mechanism Office, Ukraine

x Heli Tiirmaa-Klaar, Chair of IT Coalition Steering Group, Ukraine
Defence Contact Group

x Lauri Luht, Undersecretary, Ministry of Justice and Digitalisation,
Estonia; former Head of Tallinn Mechanism Office, Ukraine (online)

16:30 -17:30 Cocktail and snhacks

17:30 -19:30 | Guided walking Old Town tour back to the hotel (optional)

Free evening

19:30 - 21:00 | (optional) Buffee dinner at the hotel

Day 5 (19 June) — Practical workshop, exercise and wrap-up
Location: Mévenpick Hotel Tallinn

Theme: The final day is dedicated to applying the knowledge and skills learned through a
practical workshop/exercise so that participants are equipped to not just understand but also
actively engage in the formulation and execution of cybersecurity policies within their respective
national contexts. Participants will examine cross-border digital dependencies in an
interconnected region, identify critical interdependencies, assess their impact on national and
regional resilience, and explore cooperation models to address them. Through practical
discussions, participants will develop actionable approaches relevant to their national contexts
and strengthen their ability to contribute to cybersecurity strategies and regional dialogue. The
workshop aims to bridge theoretical knowledge with practical skills, preparing participants to
make informed, strategic decisions. This capacity ensures that they are well-equipped to handle
real-world cyber challenges, influencing the formulation of national positions and the
international cybersecurity landscape.

The course concludes with a review of key insights and the handover of course diplomas.
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Moderator of the day: Helen Popp, Ambassador-at-Large for Cyber Diplomacy, Ministry of
Foreign Affairs of Estonia

Morning session | 09:00 - 12:30 | Movenpick Hotel Tallinn

09:00 -12:30 | Practical workshop / Table-top exercise
Including Coffee break

12:30 - 13:30 Lunch

Afternoon session | 14:00 - 17:00 | Islandi valjak 1, Tallinn | Ministry of Foreign Affairs of

Estonia

14:15 Keynote speech

xJonatan Vseviov, Secretary General, Ministry of Foreign Affairs of
Estonia

Conclusions of the Tallinn Cyber Diplomacy Summer School

xHeIen Popp, Ambassador-at-Large for Cyber Diplomacy, Ministry of
Foreign Affairs of Estonia

xHannes Astok, Executive Director and Chairman of the Management
Board, e-Governance Academy

15:00 Handover of diplomas

15:30 -17:00 | Networking reception at the Ministry of Foreign Affairs of Estonia
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Contacts:

General inquiries: tallinn@cyberdiplomacy.ee

Organisational topics:

Ene Visnev, Project Director of the EU Support for Tallinn Summer School of Cyber Diplomacy
project; Senior expert of Cybersecurity Competence Center, e-Governance Academy,
ene.visnev(@ega.ee

Triinu Raigna, Training Expert, e-Governance Academy, +372 5144 724, triinu.raigna@ega.ee

Liis Linn, Senior Communication Expert, Alumni Network, e-Governance Academy +372 535
404 55, lis.linn@ega.ee

Maria Valma, Project Administrator, e-Governance Acadey, +372 5804 4277,
maria.valma@ega.ee
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